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Shining a Light
on Corruption
Although an expectation of irreproachable ethics
and honesty ideally sets the bar for corporate accountability around the globe, bribery and corrupt
practices come to light all too often in the business
world. It’s not as though organizations don’t know
better. Corruption is nothing new and laws and
regulations have been on the books for decades.
However, as more organizations have expanded their
global footprint, the risks have
also increased. A strong tone
at the top is essential to ensure
strong internal control and effective governance if an organization seeks to limit exposure that
could threaten the best interests
of its stakeholders, as well as its
very sustainability.
Notable organizations are undergoing investigations to determine
whether previous or current
employees were involved in corrupt practices such as conflicts
of interest, self-dealing, or illegal
activities. Even when such
organizations fully cooperate
with federal authorities, conduct
internal investigations, and self-report, the financial
loss of corruption can ultimately be in the millions, if
not billions, and the reputational impact can be even
more devastating.

In 2010, the G20 issued a nine-point anti-corruption
action plan designed to challenge G20 countries to
lead by example, adopt and enforce laws, prevent
corrupt officials from accessing the global financial system and from travelling abroad, and protect
whistleblowers. However, Transparency International
reports that the results of a recent survey indicate
that more than half of the citizens in G20 countries
believe corruption has increased in their countries
over the past three years. This is in spite of additional anti-bribery legislation in China, Russia, and the
U.K. and pending legislation in India and Indonesia.

Vulnerability
and Liability
An organization’s governance
entity sometimes finds itself
under investigation when the
organization fails to comply with
requirements such as those
mandated by anti-bribery and
corruption laws. For example,
according to the U.S. Federal
Sentencing Guidelines, the
board of directors must exercise reasonable oversight with
respect to the implementation
and effectiveness of the organization’s compliance and ethics
program. And it is essential that the board obtain the
information required to make an independent judgment. Without adequate and accurate information
about policies, practices, and risks, the board cannot
possibly fulfill its critical governance role.

Legislation: Foreign Corrupt
Practices Act of 1977
The Foreign Corrupt Practices Act (FCPA) was
enacted for the purpose of making it unlawful to
make payments to foreign government officials
to assist in obtaining or retaining business. Specifically, the anti-bribery provisions of the FCPA
prohibit offering payments to foreign officials to
influence them in their official capacity. Since
1977, the anti-bribery provisions of the FCPA
have applied to all U.S. persons and certain
foreign issuers of securities. With the enactment
of certain amendments in 1998, the anti-bribery
provisions of the FCPA now also apply to foreign
firms and persons who cause an act in furtherance of such a corrupt payment to take place
within the territory of the United States.
The FCPA also requires companies whose securities are listed in the United States to meet its
accounting provisions. These accounting provisions, which were designed to operate in tandem
with the anti-bribery provisions of the FCPA,
require corporations covered by the provisions
to (a) make and keep books and records that
accurately and fairly reflect the transactions of
the corporation and (b) devise and maintain an
adequate system of internal accounting controls.
www.justice.gov/criminal/fraud/fcpa/
SOURCE: The United States Department of Justice

Often, directors become defendants in shareholder
actions. In the case of FCPA, companies are prohibited
from indemnifying directors for any fines. To protect
themselves, board members must be prepared. According
to the global law firm of Jones Day, the best way to
begin is by asking the right questions. On its website
(www.JonesDay.com), the firm suggests 10 FCPA-compliance issues on which the board of directors should be
well informed. For the purpose of this publication, we are
addressing several of these issues from a broad perspective

— regardless of the geographic location, specific law, or
regulation — along with the internal auditors’ role in each.

QUESTIONS DIRECTORS
SHOULD ASK

Q

Do we set and communicate the right tone
at the top?
Those at the top are undeniably responsible for setting
the tone for organizational behavior. By not only “talking
the talk,” but also “walking the walk,” the most ethical
and effective boards and executive management demonstrate unwavering integrity as a model for employees at
all levels of their organizations. They are diligent in communicating key messages regarding corporate ethics and
behavioral expectations, and ensure there is no doubt in
anyone’s mind that questionable practices by managers,
employees, and contract personnel are strictly prohibited.
They also make it known that, should such behavior be
discovered, swift and severe actions will take place.
■■

A

As a part of their assessment of “soft controls,” internal
auditors can assess the tone at the top and to what extent
it is communicated. Should they find that the messages are
confusing or conflicting, they can make recommendations
to management for more effectively communicating the
code of conduct and expectations of ethical behavior.

Q

Do we effectively assess our compliance
risks?
Assessing these risks is an essential part of an organization’s enterprise risk management process. Examining the
possibilities for compliance-related exposure and vulnerability must be built into the risk assessment process.
■■

A

Internal auditors can assess opportunities for corruption
at all levels, all locations, and under all circumstances
and report their findings, along with their assessment of
the accompanying controls, to those at the top. This also
enables the auditors to consider corruption risks when
developing their risk assessments, specifically around
whether the organization is in compliance with federal and
international laws.

Q

Do we have effective standards, policies, and
processes to address our compliance risks?
Standards set the bar for effective internal controls.
Policies, procedures, and processes should support and
■■

contribute to the effectiveness of the standards, reinforce
core ethical values, and uphold the prescribed code of
conduct.

A

Internal auditors can evaluate the standards and determine
whether accompanying policies and procedures are being
followed, assess the risk management practices to mitigate
compliance exposure, and assess the effectiveness of the
organization’s internal control to manage compliance risk.

Q

How do we monitor and audit to detect
inappropriate conduct?
It is essential that internal control keeps pace with change,
and monitoring — both by supervisory personnel and
internal audit — is critical in any dynamic environment.
■■

A

An important role for internal audit is to assess whether
the internal controls are strong enough to mitigate the
organization’s risks. The function can determine whether
controls are adequately designed and are operating effectively. If a determination is made that existing controls are
inadequate, internal audit may offer recommendations
for how management can strengthen the design and/or
operating effectiveness of the control environment.

Q

How do we review the effectiveness of our
compliance program?
Organizations should take reasonable steps to evaluate
whether their compliance and ethics programs are
effective. Processes such as control self-assessment
(CSA) often are implemented to review compliance
program effectiveness. Other measures include tracking
activities that determine whether the internal auditors’
recommendations have been implemented, providing
statistics on employee complaints and disciplinary
actions, and gauging the level of training that has been
provided. Once this information has been gathered,
in-depth assessment should take place to determine
whether enough is being done to ensure compliance.
■■

A

Internal auditors are well equipped to play a key role
throughout this assessment process. Often, they are directly
involved in some aspect of assessing risk management,
conducting CSA workshops, reviewing employee hotline
information, collecting data on recommendation implementation, and assessing whether there are gaps in employee
training that present additional risks to an effective and
ethical corporate culture.

Detection and Prevention
Although there are no guarantees for insulating today’s
high-tech global business environment from bribery and
corruption, knowing that the internal auditors are always
listening, watching, monitoring, and assessing can significantly increase an organization’s confidence that it is
doing the right thing and being viewed in a positive light.
Internal auditors should be key players in any detection
and prevention initiative. They contribute to the organization’s safety net and — in regard to laws and regulations — are invaluable in helping ensure compliance and
internal control effectiveness.

Legislation:
The U.K. Bribery Act
The U.K. Bribery Act prohibits active bribery by
which a party promises to give a financial or other advantage, passive bribery by which a party
agrees to accept a financial or other advantage,
and bribery of foreign public officials. Commercial organizations are responsible for preventing
bribery by an associated person.
The scope of the law is
extra-territorial, meaning a relevant person
or company can
be prosecuted for
such crimes if the
crimes are committed abroad.
The Bribery Act applies to U.K. citizens, residents, and companies established under U.K.
law. In addition, non-U.K. companies can be
held liable for a failure to prevent bribery if
they do business in the U.K. Companies can be
liable for bribery committed for their benefit by
their employees or other associated persons.
www.fco.gov.uk
SOURCE: Foreign & Commonwealth Office
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About Tone at the Top

About The IIA

Tone at the Top provides executive management,
boards of directors, and audit committees with
concise, leading-edge information on issues such as
ethics, internal control, governance, and the changing role of internal auditing. It delivers relevant and
timely guidance regarding the role and responsibilities for internal auditing. Email your comments
about Tone at the Top to PR@theiia.org or call
+1-407-937-1247.

With more than 175,000 members in 170 countries,
The Institute of Internal Auditors is internationally
recognized as the global voice and standard-setting
body for the internal audit profession. www.globaliia.org

Complimentary Subscriptions
You, your colleagues, and your audit committee
and board members receive complimentary subscriptions to Tone at the Top. Visit www.globaliia.org/
Tone-at-the-Top or call +1-407-937-1111.

New Look! More Issues!

For the past two decades, Tone at the Top has been exploring a wide range of risk,
control, and governance matters facing governing bodies and internal auditors. During that time, the world and the internal audit profession have changed a lot — and
we’re changing, too. We’re excited to unveil a new look for Tone at the Top, as well as an
increased distribution frequency. Instead of our quarterly publication, you can now look forward
to reading new issues every other month. To view our online archive, visit: www.globaliia.org/
Tone-at-the-Top.
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